NHO®OPMALIMOHHASA TAMATKA
JJIA OBYYAIOIIUXCA 51 PASMEILIEHUA
HA OOUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KaXJbIM rOJJOM MOJIOJIEXKH B MHTEPHETE CTAHOBUTHCS OOJIbINE, & IIKOJbHUKU OJHU U3 CaMBIX
aKTUBHBIX 0JIb30BaTese Pynera. Mexy TeM, TIOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECET U MpoOeMbl. JTa MaMsATKa JJ0JIKHA TOMOYb TeOe O€301MacHO HaXOIUTHCS B CETH.

KomnbrorepHbie BUpyChI

KomnpioTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX MPOTpamMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOH SBIISICTCS CIIOCOOHOCTh K PasMHOXKEHHIO. B J0moigHeHHe K 3ToMy,
BUPYCHI MOT'YT MIOBPEAUTD WIJIH MOJIHOCTHIO YHUUTOXKUTH Bce (Daiiiibl U TaHHBIE, TOJIKOHTPOJIbHbBIE
M0JIH30BATEII0, OT UMEHH KOTOPOTO OblIa 3aITyIleHa 3apa)KeHHas IPorpamMma, a TakyKe MOBPEAUTh
WIH JJa)Ke YHUUYTOXKUTH OINEPALMOHHYIO CUCTEMY cO BceMH (haiiiamu B 1einoM. B OonbiinHCTBE
CIIy4aeB pacHpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEOHOCHBIX MPOTrpaMMm:

1. Mcnonb3yii cOBpeMEHHBIE ONIEPALIMOHHBIE CHCTEMBI, UMEIOIINE CEPLE3HBII YPOBEHB 3aLUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IloctosHHO ycTaHaBnuBail mayTH (UKM(POBBIE 3aMJaTKH, KOTOPHIE AaBTOMATUYECKU
YCTaHaBJIMBAIOTCS C 1IEIIbI0 TOPAOOTKH MPOrpaMMBbl) U Jpyrue 0OHOBIIEHUS CBOEH ONEepallMOHHOM
cucteMbl. CkauuBail UX TOJIBKO ¢ oduimanbHOro caita paspadorunka OC. Ecnu cymectByeT
PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraili Ha cBOEM KOMIIbIOTEpPE MOJ IpaBaMU IMOJIb30BaTENs, & HE aIMUHUCTPAaTOpa. DTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX IMPOTrPAMM HMHCTAJUIMPOBATHCS HAa TBOEM NEPCOHATIBHOM
KOMIIbIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE TNPOTPaMMHBIE IPOLYKTHl H3BECTHBIX IPOU3BOJMUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (HU3NYECKHA JOCTYI K KOMITBIOTEPY JUIE TOCTOPOHHUX JIMIL;

6. Ucnonp3yii BHEIIHHE HOCUTENM WHPOpPMAlWHU, Takue Kak Quiemka, AUCK wid (ailn u3
WHTEPHETA, TOJIFKO M3 MMPOBEPEHHBIX HCTOUHUKOB,

7. He oTkphIBali KOMIBbIOTEpHBIE (DAIIIbI, MOJyUYECHHBIC U3 HEHA/IeKHBIX HCTOYHMKOB. Jlaxke Te
(aiinpl, KOTOpPBIE PUCITAT TBOIM 3HAKOMBIN. JIyUIie yToOuHH y HEro, OTIPABIISLI JIU OH Te0e HX.

Cetun WI-FI

Wi-Fi - 3710 He Bu Mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIlb Oper 1, mapka. Eme B 1991
rofly HHJIEpiaHJACKas KommaHusi 3apeructpupoBana Openny "WECA", uyro o6o3Hayano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoanuTcs Kak "0ecrpoBoiHAsS TOYHOCTH".

Jlo Hamero BpeMeHHU JAoluIa Apyras abOpeBuaTypa, KOTopas SBJISCTCS TaKOH K€ TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHuWe OBLJIO JTaHO C HAaMEKOM Ha CTaHJApPT BBICIICH
3ByKoBOil TexHuku Hi-Fi, uto B nmepeBoie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecnnaTHbI MHTEpPHET-IOCTYN B Kade, OTENsiX U ad’poroprax SBISETCS OTIWYHON
BO3MOKHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCIIepThl CYUTAIOT, 4TO oOmieocTynabie Wi-Fi
CEeTHU He ABISAIOTCS 0€30MaCHBIMHU.



CoBeTblI 110 0€30MACHOCTH PadoThHI B 001IEeA0CTYNHBIX ceTax Wi-fi:

1. He mepenagaii cBoro muuHyto nHpopmaimio uepes odmenoctymnubie Wi-Fi cetu. Pabortas B HuX,
KeJlaTeJIbHO He BBOJIUTH MapOJIU JOCTYIIA, JOTHHBI M KaKhe-TO HOMepa;

2. Hcnone3yil u OOHOBISIM aHTUBUPYCHBbIE IporpamMmbel U OpaHamayep. Tem cambIM Tbl
obe3omacuib ce0s OT 3aKauKu BUPyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otxmoun ¢pyrkmmio "OO6mmii qoctyn K (daiiyiaMm 1 mpuHTepam".
Jlannas pyHKIMS 3aKpbITa 10 YMOJIYaHUIO, OJTHAKO HEKOTOPHIE MOJIb30BATENN aKTUBUPYIOT €€ JUIs
y100CTBa MCIIONIB30BaHMs B paboTe 1iu yueoe;

4. He ucnonw3yii nyosmunbiii WI-FI myis mepenaum MUYHBIX JAaHHBIX, HAIPUMED IS BBIXOJIA B
COITMATBHBIC CETH WJIH B DJICKTPOHHYIO TTOYTY;

5. Ucnonp3yii Toabko 3ammiiennoe coequnenue yepe3 HTTPS, a e HTTP, 1.e. npu Habope BeO-
azpeca BBoau uMeHHO "https:/";

6. B mo6unsHOM Tenedone otkmoun pynkmuio "[logkmouenne k Wi-Fi aBromatnyecku". He
JIOTTyCKail aBTOMaTHYECKOTO TOAKITFOYCHUS yCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CoumnajbHble ceTH

CoruanbHble CETH aKTMBHO BXOST B HAIy XU3Hb, MHOTHE JIIOAU pabOTAlOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIILIHAp] YEJIOBEK, UTO SIBISIETCS OJHOMN
CebMOM BCEX KHUTENel IiuaHeThl. MHOTHE TOJh30BAaTEIM HE MOHUMAIOT, YTO WHGOpMAaIus,
pa3MeIleHHas UMU B COIMAJIbHBIX CETAX, MOXKET ObITh HaliJleHa U MCIIOJIb30BaHa KEM YroJIHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJIarMMHU HaMEPEHUSIMH.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COIMAJILHBIX CETAX:

1. Orpanuup crucok japy3ei. Y Tebs B ApPy3bsX HE JOJHKHO OBITh CIIyYalHBIX M HE3HAKOMBIX
JIIOJICH

2. 3ammmail CBOIO 4acTHYIO KWM3Hb. He ykaspiBail maponu, tenedoHbl, ajapeca, 1aTy TBOETO
POXJIEHUS. U JIPYTYIO JIMYHYIO HWHGOpMAalKio. 3JI0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaXe
UH(POPMALIUIO O TOM, KaK Tl M TBOM POJHUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumiait CBOIO pemyTaIHIo - IEPKHU €€ B UNCTOTE U 3a71aBaii cebe BOIPOC: XOTEN ObI ThI, YTOOBI
JIpyrue TMOJb30BaTeld BUIEIH, 4YTO Thl 3arpyxkaems? Ilomymail, mnpexae YeM 4TO-TO
OIyOJIMKOBATh, HAITUCATD U 3aTPY3UTh;

4. Eciiu TBl TOBOpULIb C JIFOJIBMU, KOTOPBIX HE 3HAEIllb, HE MCIOJb3YH CBOE peajibHOE MMS U
JIPYTYIO JTUUHYI0 HHPOPMAIIUHU: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U MpoUee;

5. U30eraii pasmemienust ¢otorpaduit B MHTepHere, rae Thl M300pakKeH HAa MECTHOCTH, IO
KOTOPOH MOKHO OIPEIEIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpanmmu B CONHAIBLHOW CETH HEOOXOIMMO WCIIONBH30BATh CIIOXKHBIC ITapOIIH,
cocrosme U3 OyKB U MUQP U C KOJTUISCTBOM 3HAKOB HE MCHEE §;

7. Ay conanbHOM CeTH, MOYThl ¥ JPYTUX CAiTOB HEOOXOIMMO HMCIIOJIb30BaTh Pa3Hble MapoJIu.
Tornaa ecinu Te0s1 B37IOMAIOT, TO 37I0YMBIIUIEHHUKH TIOTy4YaT JOCTYH TOJBKO K OJTHOMY MECTY, a HE
BO BCE Cpa3y.

JJIeKTPOHHBIE 1eHbIH



:‘)J'ICKTPOHHBIC JCHBI'H - 3TO OUYCHb y,HO6HbII>'I crnoco0 HHaTe)KCﬁ, OJIHAKO CYHICCTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT IMMOJIYUUTDb 5TU NICHBI'U.

SJ'ICKTpOHHLIe JCHbI'M IIOABUJIIMCH COBCEM HCAABHO MW HMCHHO HM3-3a 3TOI0O BO MHOI'MX
rocyaapCTBax A0 CUX IOP HC NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHu (QyHKIMOHHPYIOT U O HHX YK€ MPOIMUCAHO B 3aKOHE, TNIe UX Pa3eNsioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOIUTH oOmepanuu 0e3 HAeHTU(UKALUK TOJb30BaTeNsd, a B
HEaHOHHUMHBIX UACHTU(DUKAIIHS TTOTH30BATENS SBISETCS 00s13aTEIbHOM.

Taroke ciaeayer pa3ninyarh JIEKTPOHHBIE (PUATHBIE I€HbIU (PaBHBI TOCY/1apCTBEHHBIM BaJIOTaM)
U 3JICKTPOHHBIE HEe(UATHBIEC ACHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBETHI 110 0€30MacHOI padoTe C 3JIEKTPOHHBIMHM JIeHbIAMM:

1. IlpuBspku K cueTy MOOWIBHBIM Tene@oH. DTO camblii yIOOHBIM M OBICTPBIA cIOCOO
BOCCTAHOBUTh JOCTYN K cuery. llpuBsizanHblii TenedoH NOMOXET, eciu 3alynelib CBOM
IUTATEXHBIN TApOJIb UJIU 3al/IeIb Ha CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit omHOpa3oBbie maposu. [locne nepexoaa Ha yCHIICHHYIO aBTOpU3AIUIO TeOe yKe He
OyIeT yrpokaTh OMAaCHOCTb KPa)Ku WM IiepexBaTa IJIaTeKHOTO apoJis;

3. BeiOepu cnoxubiii maponb. [IpectymHukam OyaeT HE MPOCTO YraaaTh CIOKHBIN Mapob.
Hanexubie maponu - 3T0 mapoiid, KOTOpbIe COACpKaT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U MPOIHCHBIE OYKBBI, U PHI U HECKOJIBKO CHMBOJIOB, TAKKE KaK 3HAK J0JUIapa, PyHTa,
BOCKJIMIIATEIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JJAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIIb.
DJIeKTPOHHAS MOYTA

DJIeKTpOHHAsI TI0YTa - JTO TEXHOJIOTHS M TPEJOCTABIISIEMBIC €I YCIYTd TO TEPEeChUIKE U
MOJTYYEHHUIO AJIEKTPOHHBIX COOOIICHH, KOTOpBIE PACHPEICNISIOTCS B KOMITBIOTEPHON CETH.
OO0BIYHO 3JIEKTPOHHBIN IOYTOBBIN SIIITUK BBITVIS AT CIEAYIOLIUM obpazom:
UMs_TIOJIh30BaTeNA(@WHUMs_OMEHa. Takke Kpome Tepeladd TPOCTOr0 TEKCTa, HMEeeTCs
BO3MOXHOCTb IepeaBaTh (haibl.

OcHoBHBIE COBETHI 10 0e30MacHoil padoTe € JIEKTPOHHOM MOYTOI:

1. Hago BBIOpaTh mnpaBUIIbHBIA IOYTOBBIM cepBUC. B HHTEpHETE €cThb OrpOMHBIA BBIOOP
OecCIUTaTHBIX MMOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSTh TeM, KOO 3HACUIb U KTO MEpBbIi B
pEeUTHHrE;

2. He ykaspBail B JMYHOW ToOYTE JHYHYIO HHpopmanuio. Hampumep, nydmie BbIOpaTh
"My3bIKanbHbIN_(panat@" win "pok2013" BmecTo "Temal3";

3. Vcnonp3yii IByX3TalHYIO aBTOPU3AIMIO. DTO KOTAA MOMHMO TapoJis HY)KHO BBOJHTBH KOJ,
npucklIaeMblil mo SMS;

4. BeiOepu COXHBINA TTapotb. JJIsT KaX0TO MOYTOBOTO SIIIHUKA JTOJMKEH ObITh CBOW HAJICIKHBIM,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectb BO3MOXHOCTH HAmMCaThb CaMOMYy CBOM JIMYHBIM BONPOC, HCIIOIB3YyH OTY
BO3MOKHOCTD;



6. Mcnonb3ylh HECKOJIBKO MOUYTOBBIX AMMUKOB. [IepBBIil 1151 YaCTHOM MEPENUCKHA C ajpecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. DTO JIEKTPOHHBIN aJpec HE HaJI0 UCMOIb30BaTh MIPU PETUCTPALIUU HA
dopymax u cairax;

7. He oTkpbIBaii (paiisibl 1 Apyrye BIOKEHUS B MHUCbMAX, Aa’Ke €CIM OHU MPHUIILIN OT TBOUX APY3€eil.
Jly4die yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

8. Ilocne oxoH4YaHWsi pabOTHI HA MOYTOBOM CEPBHCE TEpel 3aKPHITHEM BKIAJIKUA C CAWTOM He
3a0yab HaxaTh Ha "Beriitu".

KubepOynauHr Ui BUPTYaIbHOE U3EBATEIHCTBO

KuGepOymauHr - mnpecienoBaHue COOOMICHUSAMHU, COJEPKAUIMMH OCKOPOJICHUS, arpecculo,
3alyrMBaHKE; XYJUTAaHCTBO; COLMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHbBIE coBeThI 10 0opble ¢ KNOepOyJIMHIOM:

1. He 6pocaiics B 60#. Jlyumuii cmoco6: MOCOBETOBATHCS Kak ceOsl BECTH H, €CJTH HET TOTO, K KOMY
MOXKHO O6paTI/ITLC$I, TO BHA4YaJIC YCIIOKOUTHCA. Ecmu THI HauHemL OTBEYATH OCKOp6HeHI/I$IMI/I Ha
OCKOpPOJICHUSI, TO TOJBKO €1ile OOJIbIIe Pa30¥kKIKEIIb KOHPIHKT;

2. Ynpasunsii cBoel kubeppemnyramuei;

3. AHOHMMHOCTb B CETH MHHMas. CYH_ICCTBYIOT CITIOCOOBI BBISICHUTDH, KTO CTOHUT 3a aHOHUMHBIM
AKKaYHTOM;

4. He ctouT BecTH XyJUraHCKUM oOpa3 BUPTyalibHOW ku3HU. HTEepHET (pukcupyeT Bce TBOM
JEHCTBUS M COXPAHSET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyAHUTEIbHO;

5. CoGmrosiait CBOIO BUPTYaJIbHYIO YECTh CMOJIOJNY;

6. UrHopupyil enuHuuHblii HeratuB. OJHOpPA30BbIE OCKOPOMUTEIbHBIE COOOIICHUS JIyyllle
urHopupoBatb. OOBIYHO arpeccus NpeKpalaeTcs Ha HayajabHOW CTa/Iuu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSIMH, B COLIMAIBHBIX CETAX
€CTb BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOILECHHI C ONPEIeICHHBIX aPECOB;

8. Ecimu ThI cBumerens kuOepOyimumHra. TBOM NEHCTBUS: BBICTYIHTH MPOTHB IMPECie0oBaTEs,
M0Ka3aTh €MY, UTO €r0 JE€HCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJIEPKATH KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKask MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEJCHHS B CETH.

MoOunbHbIi Tesie)oH

CoBpeMeHnHbIe cMapT(HOHBI U TUIAHIIETH COAEPKAT B ceOe BIOJHE B3pOCIbIM (QYHKIMOHAT, U
TeTepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KommbloTepamu. OJHAKO, CpEICTB
3aLUTHI 15 IOJOOHBIX YCTPOUCTB MOKA 04Y€Hb Majo. TecTupoBaHUE U MOUCK YSA3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i [1K, To jxe camoe kacaeTcsi U MOOMIIBHBIX TPUIIOKEHUH.

COBpeMCHHHe MOOUJIbHBIC 6pay3epLI YiKC MPAKTHUYCCKU JOTHAJIM HACTOJIBHBIC aHAJIOI'U, OAHAKO
paciupeHUc (bYHKI_II/IOHaHa BJIEUET 3a COOOM GOHLHIyIO CJIOKHOCTHb U MCHBIITYHO 3allTUIIICHHOCTD.

Jlaieko HE BCE TMPOM3BOJAUTENH BBIMYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JIJISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBLHOIO Tesie)oHa:



Hudero He sBIseTcs MMO-HaCTOAICMY OecIuIaTHBIM. EYI[L OCTOPOXKCH, BCAb KOraa Tebe
npeajiararoT OecIutaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBIThI KAKHUEC-TO IJIATHBIC YCIYTH,

Hymaii, npexxae gyem otnpaBuTh SMS, ¢oro mwnu Buaeo. Tel TOUHO 3HACIIB, T/I€ OHU OyIyT B
KOHEYHOM HUTOTE?

Heo0xoanMo 0OHOBIIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJ1s1 MOOMIIBHBIX Tene(OHOB;

He 3arpy>1<a171 IMPUIIOKEHUA OT HCU3BECTHOI'O HMCTOYHHMKA, BCAb OHH MOTYT COACPXKATh
BpCOAOHOCHOC IIPOrpaMMHOC O6CCH€‘ICHI/IC;

[Tocie Toro kak Thl BBIHACIIL C CaliTa, T/I€ BBOJIWI JIMYHYIO MH(DOPMAIIHMIO, 3aiiiM B HACTPONKHU
Opaysepa u ynanu cookies;

Ilepuonnuecku npoBepsii, KaKue IUIATHbIE YCIIYTY AKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOTO TeleOoHA TOJIBKO JIOISM, KOTOPBIX THl 3HACHIb M KOMY
JIOBEpsieLIb;

Bluetooth momxkeH OBITH BBIKIIIOUEH, KOTJa Thl UM HE mMOjb3yemibcs. He 3a0biBaii wHOTrIA
MIPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUYHBIE, 3aXBaThIBAIOIINE Pa3BICUYEHUs, O0BEAUHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MHpY. MIrpoku HccieayoT JaHHBIH UM MU, 00LIAt0TCs APYT C
JPYrOM, BBIIIOJIHSAIOT 3a/1aHHUSL, CPAYKAFOTCS C MOHCTPAMU U MOJIYy4YarOT ONBIT. 38 YA0BOJIBCTBHE OHU
IUIATAT: MOKYTAIOT JUCK, OMJIAYUBAIOT A00OHEMEHT WIIM MPHUOOPETAIOT KaKUe-TO OIIUH.

Bce atu cpeactBa uayT Ha nmojajepKaHue U pa3BUTHE UIPbI, a TAaKXKe Ha caMmy Oe30MacHOCTb:
COBEPILECHCTBYIOTCSI CHCTEMBl aBTOPHU3AIIMH, BBIITYCKAIOTCS HOBbIE maTdu (IH(pOBBIE 3aIUIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HOI[O6HLIX HUrpax CTOUT OIIaCaTbCA HC CTOJIbKO CBOUX COICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3allnA OOJIBIIMHCTBA urp.

OcHOBHbBIE COBETHI 110 0€30IIACHOCTH TBOEr0 HI'POBOIo aKKayHTa:

1. Ecniu npyroit urpok BeZeT ce0si II0X0 WM CO3JaeT Te0e HeMpUsATHOCTH, 3a0J0KUPYHl ero B
CIIFICKE UTPOKOB;

2. HO)KaHYﬁCH AJIMUHHUCTPATOpaM HUIPbI Ha INUIOXOC ITOBCACHHUC O3TOI'0 HUIPOKaA, KCJIATCIBbHO
MMPUITIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUJIC CKPUHOB;

3. He ykasbIBaii 1nuHyto HH(pOpMaIuio B npodaiiie urpsl;
4. YBaxail Apyrux y4aCcTHUKOB MO UTPE;

5. He ycranaBnuBaii HeopuIIMAIbHbIE TATYH U MOJIBI;

6. Mcnonb3yl C0KHBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka ThI Urpaems, TBOM KOMIIbIOTEP
MOTYT 3apa3HTh.

DdumuHT U Kpaixa JUYHBIX JaHHbIX



OOBIYHOW Kpajkel JeHEer W JOKYMEHTOB CErOJIHS y)K€ HHUKOIO HE YJIUBHIIb, HO C Pa3BUTHEM
WHTCPHET-TEXHOJIOTUN  3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HHTEPHET, W MPOJOJDKAIOT
3aHUMATHECS "ITFOOUMBIM" TEIOM.

Taxk TosIBUIIaCh HOBasl yrpo3a: HHTEPHET-MOIICHHHYECTBA WITH (DUIIMHT, TIaBHAs IeJIb KOTOPOTO
COCTOHUT B TOJNy4YE€HUU KOH(QUIACHIMAIBHBIX TAaHHBIX TOJIH30BATENCH - JOTMHOB M mapoineid. Ha
aHTJIMACKOM si3bIke phishing unTtaercs kak ¢umuHr (ot fishing - peiOnas moBis, password -
1apoJib).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moj03peBaciiib, 4TO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HEOO0XO0MMO 3a0JIOKHPOBATh €€ U COOOUINTh aJAMHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO
cKopee;

2. HCHOHBSYﬁ Oe30macHbIE Be6'C3ﬁTBI, B TOM YHUCJIC, MHTCPHCT-MAIr'a3UHOB U ITIOUCKOBBIX CHUCTEM;

3. Hcnonw3yil cioxkHble M pas3Hble naponau. Takum oOpas3om, eciu TeOs B3JIOMAlOT, TO
37I0YMBIIIJICHHUKH MOJTyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4. Ecim Tebs B3JOMaIM, TO HEOOXOAMMO TMPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
no0aBeHbI Y TEOSI B IPY3bsIX, O TOM, 4TO TeOs B3JIOMaIN M, BO3MOXKHO, OT TBOETO UMEHHU OyIeT
pacchUIaThCs CliaM U CCHUTKU Ha (DUITUHTOBBIC CANTHI,

5. YcranoBu HanexHbli naposis (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKITIOYM COXpaHeHHe mapoisi B Opaysepe;

7. He oTkpbIBaii (paiisibl 1 Apyrye BIOKEHUS B MMCbMAX, Aa’K€ €CIM OHU MPUIILIN OT TBOUX JApY3€eHl.
Jlydmie yTO4HM y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (Daitiibl.

Hudposas penyranus

[udposas pemyramust - 3TO HEraTHBHAs WM TO3WTHUBHas HH(OpMamus B ceTH O Tebe.
Kommpomerupyromas uapopMaius, pa3MelieHHass B UHTEPHETE, MOXET CEPbE3HBIM 00pazom
OTpa3uThCsl Ha TBOCH peanbHOU x)u3HU. "Lludposas pemyramus” - 3T0 TBOH UMHJIK, KOTOPBIN
dbopmupyetcs u3 nHGopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KHX - BCE 9TO HAKAIUTMBAETCS B CETH.

MHorve nOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K IyOJMKAalMM JIMYHOW HHPOpMaLUU B
HHTepHeTe, HE ITIOHUMasi BO3MOXHBIX HOCHGHCTBHﬁ. Twr JaXX€ HE CMOXKEIIb J0oraaaTtbCss O TOM, 4TO
¢dororpadus, pa3melieHHas 5 JeT Ha3ajl, cTaja IPUYMHON OTKa3a NPUHATH TeOs Ha padoTy.

KommeHnTapuu, pa3menienne TBoux (otorpaduii u qpyrue AeicTBUS MOTYT HE HCUE3HYTh JJaXe
MOCJI€ TOTO, KaK Thl UX yJalHIIb. Thl HE 3Ha€lllb, KTO COXPaHWI ATY HH(OpMAIIHIO, [ToMasia U OHa
B ITOMCKOBbIE CCTEMBI U COXpPaHMJIACh JIM OHA, a TJaBHOE: YTO MOJYyMAIOT O TeOe OKpYXKarolue
JIFOJIM, KOTOpbIE HAAYT U YBUIAT 3T0. HaliTu nHpOpMaIo MHOTO JIET CITYCTSI CMOXET JIF000i -
KaK U3 100pbIX MOOYXKICHUMH, TaK U C HAMEPEHUEM IPUYMHUTD BPeJl. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aKUTe MU(POBOI pemyTanuu:

1. IMoymaii, mpexJie 4eM 4To-To MyOJIMKOBaTh U NepeaBaTh y ceOs B O10re Wi B COLUATBLHON
CETH;



2. B Hactpoiikax npoduias YCTaHOBH OTPaHHWYCHHUS Ha IMPOCMOTP TBOETO MNpOodHIs U €ro
COJIEPKUMOTO, C/IeNIail €ro TONbKO "[1s Apy3en”;

3. He pa3smemaii 1 He yka3biBail MH()OPMAIIMIO, KOTOpAsk MOXET KOTo-JIMOO OCKOPOJIATH WIH
00WXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MIKOJIBHUKH - aKTUBHBIE TTI0JIH30BATENN IU(PPOBOTO IpocTpaHcTBa. OTHAKO JaJIeKO
HE BCE 3HAIOT, 4YTO TOJb30BAHHE MHOTUMH BO3MOXHOCTSIMHU LU(PPOBOro Mupa Tpeldyer
COOIIIO/ICHHS TTPAB HA MHTEJJICKTYAIbHYIO COOCTBEHHOCTD.

Tepmun  "wHTEUIEKTyallbHass COOCTBEHHOCTB" OTHOCUTCSA K  pas3JIMYHBIM  TBOPEHUSIM
YeJI0OBEYECKOr0 yMa, HAuWHAsl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIyrd, U 3aKaHYuBas KHUTaMu, Qororpapusmu, KUHOGUIBMAMHU U
MY3bIKQJIbHBIMH MPOU3BEACHUSIMH.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypbl M HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAayeCTBE I'apaHTHUH TOTO, 4TO
MHTEJUICKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa HEe OyJIeT HampacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysibTaTaX CBOETo TPy/a, MOJIYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3perieHust aBTopa HE MOXKET BOCIIPOU3BOJUTH €ro MPOU3BEICHUE, PACIIPOCTPAHST,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTb, HWMIIOPTUPOBATH, IYCKAaTb B IPOKAT, MyOJIUYHO
UCTIOJIHATS, T0OKA3bIBaTh/UCIIOIHATH B 3(Hpe UK pa3melnaTtsh B IHTepHeTe.

Hcnonrs3zoBanue "muparckoro” mporpaMMHOI0 00eCreueHus MOKET MIPUBECTU K MHOTUM PUCKAM:
OT MOTEpU JAHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKU TBOETO YCTPOMCTBA, IJie YCTAaHOBIIEHA
HeJleraibHas mporpaMMa. He ctout Takke 3a0bIBaTh, 4YTO CYIIECTBYIOT JICTAIBHBIC H OCCILIATHBIC
MIPOrpamMMbl, KOTOPbIE MOXXHO HANTH B CETH.

O nopraJie

CeteBU4OK.p( - TBOM TJIABHBIA COBETYMK B CETH. 37€Ch Thl MOXKEIIh Y3HATh O O€30MaCHOCTH B
CEeTH TOHSATHBIM M JIOCTYNHBIM $3BIKOM, a TPU BO3HHUKHOBEHMHM KPUTHUUECKOM CUTyalluu
o0paTuTbcs 3a COBETOM. A TakKe NMPUHATH ydacTHe B KOHKYpcaX M CTaTh caMbIM LU(POBBIM
rpakjaHuHOM!



